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District of Columbia Public Schools – Office of Data & Technology 

1200 First Street NE, 9th Floor, Washington, DC 20002 | researchrequests@k12.dc.gov  

 
This pledge is for individuals accessing DCPS confidential data or collecting data in DCPS through an 
approved research project and/or partnership agreement. It complements the organization-level MOA 
and ensures each person understands their personal responsibilities under FERPA, DCPS governance, and 
other privacy laws. 

 
External Security Pledge for the Use of Confidential Data  

From the District of Columbia Public Schools 
 

Through my affiliation with the service provider or institution referred to as “Organization” under my 
name at the end of this form, I may have access to certain Confidential Data belonging to the District of 
Columbia Public Schools (DCPS), which may include information collected or observed about individuals 
and/or individual level education records and employment records, and data constructed from 
education or employment records comprising a group size of fewer than ten individuals (“Confidential 
Data”).  I am being granted access to Confidential Data consisting of student records pursuant to the 
Family Educational Rights and Privacy Act (20 U.S.C. § 1232g; 34 CFR Part 99) (“FERPA”), a federal law 
that protects the privacy of student educational records.  Accordingly, I acknowledge that such 
Confidential Data is personal and private to DCPS and/or DCPS students, their families, or DCPS 
personnel, and that I am under the direct control of DCPS with respect to the use and maintenance of all 
such Confidential Data. 
 
I recognize my duty and responsibility to comply with all applicable privacy laws and agree to the 
following (please initial in each space provided): 
 
_____ I will access and/or collect Confidential Data only as required to perform my assigned 

duties. 
 
_____  I will not disclose any Confidential Data, including identifying information collected 

about students, to any person, organization or entity, including other government 
agencies, without express written permission from the DCPS Office of Data & 
Technology. 

 
_____  If any person or entity requests Confidential Data from me, I will refer the request to the 

DCPS Office of Data & Technology. 
 
_____  I will not access, or attempt to access, any Confidential Data that is not necessary to the 

purpose for which I am being given access to Confidential Data. This includes 
information about my children, their teachers or schools, members of my family, friends 
and acquaintances. 
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_____  I will only store Confidential Data in pre-approved or authorized locations and will not 
remove it from a DCPS-approved location (e.g. to my own computer, my private email 
account, an outside website, etc.) without express written permission from the DCPS 
Office of Data & Technology. 

 
_____  I understand that any account information, identification numbers and passwords 

assigned to me are also considered Confidential Data and I will not share such 
information with any other person or entity. 

 
_____  If I become aware of a confidentiality breach concerning any Confidential Data I will 

immediately notify the DCPS Office of Data & Technology.  I will also make all 
reasonable efforts to cure any such breach and to prevent further breaches, and to 
inform the DCPS Office of Data & Technology of such efforts. 

 
_____  I understand that all Confidential Data shall remain the property of DCPS and shall be 

returned to DCPS promptly upon request along with all copies made thereof. 
 
 
I understand that if I have any questions regarding my obligations to DCPS under this Security Pledge, I 
may contact the DCPS Office of Data & Technology using the contact information above.  By signing 
below I acknowledge that I have read this DCPS Security Pledge and that I agree to be bound by its 
terms and conditions. 
 
Signed 
 

Name (Print)________________________________________________________________________ 

Organization Name___________________________________________________________________ 

Signature_______________________________________________________ Date______________ 

 
DCPS Contact Information 

Name___________________________________ Email____________________________________ 

 
Supervisor Information and Signature 
 
Supervisor name and signature are required if signer is not the lead point of contact or project leader 
responsible for overseeing data access and use under a DCPS-approved partnership or research 
agreement. They are required for any affiliated personnel, contractors, or volunteers who are accessing 
DCPS confidential data under supervision. 
 

Name (Print)________________________________________________________________________ 

Organization Name___________________________________________________________________ 

Signature_______________________________________________________ Date______________ 

 


