N DISTRICT OF COLUMBIA

— PUBLIC SCHOOLS

Chinh sach s&* dung Mang va Céng nghé dugc chap
nhan ddi véi hoc sinh va nhan vién

l. MUC DICH VA PHAM VI

Hoc khu Céng Lap DC (DCPS) cung cap cho hoc sinh va nhan vién quyén truy cap vao internet, dit liéu va
hé théng mang (mang DCPS). DCPS ciing cung cap cho hoc sinh va nhan vién quyén truy cap vao may
tinh, may tinh bang, thiét bj va cdng nghé khac, chang han nhu may in (thiét bi hodc cong nghé DCPS).
Mang DCPS va céng nghé DCPS duoc cung cap cho nhan vién cho cdc muc dich 1ap ké hoach, gidng day
va hanh chinh; va cung cap cho hoc sinh cho muc dich gido duc, nghién ctru va phat trién ngh@ nghiép.
Chinh sach nay nham:
e Thiét |p cac tiéu chuln cho viéc s&r dung mang DCPS va céng nghé DCPS duoc chap nhéan;
e Dat ky vong xung quanh viéc s dung tri tué nhan tao cé trach nhiém;
e Ngan chan viéc st dung trai phép va bat hop phap mang DCPS va cdng nghé DCPS; va
e Tuan tht Dao luat bao vé tré em trén Internet ndm 2000 (CIPA), Dao luatbdo vé quyén riéng tw
cla tré em trén mang (COPPA), Dao luat bao vé quyén riéng tu ki thuat s6 cla hoc sinh va tat ca
cac luat, quy dinh, chinh sach va thd tuc hién hanh khac.

Chinh sach nay ap dung cho tat ca hoc sinh, nhan vién, khach thdm va nhitng ngudi khac sir dung mang

hodc thiét bi DCPS, va hiy bd Chinh sach st dung cdng nghé va mang dugc chap nhan déi vai hoc sinh
va nhan vién trudc day (2021).

1. THAM QUYEN VA LUAT AP DUNG?

Nguon Trich dan
Luat lién bang - Dao ludt bao vé tré em trén Internet (CIPA), duoc ludt hdatai 47 US.C. §
254(h)(5)

- Dao luat bao vé quyén riéng tu cha tré em trén mang nam 1998 (COPPA),
duwoc luat hda
tai 15 U.S.C. § 6501 et seq.

- Dao luat bao vé Internet cta tré em khu phd, dugc luat héa tai 47 U.S.C.
§ 254 (I)

Quy dinh lién bang - Quy tac bdo vé quyén riéng tv truc tuyén cla tré em, 16 CFR Phan 312

Luat Dac khu Columbia| - Dao ludt Bio vé Quyén riéng tu Ky thuat s6 cla Hoc sinh nam 2016, Luat
DC 21-218, duwgc luat héa tai B6 luat Chinh thirc DC 38-831.01 et seq.

Quy dinh cta Pac khu | - 5-B DCMR § 2500 et seq. - Ky luat hoc sinh
Columbia - 6-B DCMR § 1610 - Ky luat tdng dan d6i vai nhan vién

1 Khéng cd gi trong chinh sach nay thay thé luat lién bang, tiéu bang hoic dia phuong.
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Chinh sach Sir dung Céng nghé va Mang dwgc chdp nhan déi véi hoc sinh va nhan vién

1. CAC THUAT NGU VA BINH NGHIA CHINH

Tri tué nhan tao (Al) c6 nghia |a mot nhanh cla khoa hoc mady tinh lién quan dén viéc mé phong
hanh vi théng minh trong may tinh.

Mang DCPS c6 nghia 13 internet, di¥ liéu va hé thdng mang do DCPS cung cap cho tat ca hoc sinh
va nhan vién DCPS.

Nhan vién DCPS c6 nghia la tat ca nhan vién DCPS (toan thdi gian hodc ban thoi gian), nha thau,
dai ly, dai dién, tinh nguyén vién hodc bat ky cd nhan nao khéac thay mat cho DCPS cé quyén truy cip vao
mang DCPS va céng nghé DCPS.

Cong nghé DCPS c6 nghia la may tinh, may tinh bang, thiét bj va cdng nghé khac do DCPS cung
cap cho hoc sinh va nhan vién.

Pudi hoc cé nghia 1a loai bd mot hoc sinh khoi tridng tuyén sinh clia hoc sinh vi ly do ky luat
trong thoi gian con lai cdia ndm hoc hodc 1au hon, theo chinh sach cla co quan gido duc dia phuong.

Théng tin cd nhan cé nghia la théng tin, khi dugc st dung mét minh hodc két hop vdi cac dir
liéu lién quan khdc, cé thé xac dinh mot cd nhan. Thdng tin cd nhan bao gdm nhung khong gidi han & tén
day du; dia chi nha hodc dia chi thuc khac; tén man hinh hodc tén ngudi dung noi né hoat déng nhu
théng tin lién hé truc tuyén; va tép anh, 4m thanh hodc video chira hinh dnh hodc giong néi cila mét cé
nhan.

Ky luat ting dan cé nghia 1a mot hé théng ky luat nhan vién cung cdp mot loat cac cac bién phap
ddi vdi céc van dé vé hiéu suit ctia nhan vién va / hodc cac van dé vé hanh vi. Cac budc ky luat tang dan
clia DCPS bao gém tw van bang 161 néi, cdnh cdo, khién trach va cac hanh dong bat loi.

Pinh chi c6 nghia la tam thoi loai bo mot hoc sinh khéi lich hoc théng thuwong cta hoc sinh nhu
mdt hau qua ky luat, trong thoi gian d6 hoc sinh van & trén san trudng dudi su giam sat clia nhan vién
nha trwdng hoac hoc sinh khong duoc phép vao san truong.

IV. YEU CAU
A. Téng quat

DCPS cung cap va cho phép sir dung Mang DCPS va cong nghé DCPS cho nhan vién va hoc sinh. Bang
céch cung cdp va cho phép sir dung céc ngudn lyc cdng nghé, DCPS khong tir bd quyén sé& hitu hodc
kiém soat cong nghé va vat liéu trén cac hé thdng do DCPS cung cap. Trir khi dugc mé ta dudi day,
khong co ky vong vé quyén riéng tu lién quan dén thong tin duoc luu trir hodc truyén qua mang DCPS
hodc trong cac hé théng DCPS va DCPS c6 quyén truy cap, xem xét, sao chép, luu trit hodc xda bat ky tép
nao duoc lvu trit trén cong nghé DCPS hoic trong tai khoan mang DCPS va tt ca thong tin lién lac bang
mang DCPS. Tin nhan dién tlr va cac tap tin dugc lwu trit trén may tinh DCPS hodc duoc truyén bang hé
théng DCPS cd thé dugc coi nhu bat ky tai sdn ndo khac cta trudng. Nhan vién DCPS cé thé xem xét cac
ho so va tin nhan dé tién hanh diéu tra, tudn thd cdc yéu cau phap ly, duy tri tinh toan ven cla hé thong,
va, néu can, dé dam bao rang nguoi dung cdng nghé va mang dang hanh déng cé trach nhiém va phu
hop vdi chinh sach nay. T4t ca cac tai khodn do DCPS tao cho hoc sinh hodc nhan vién cé thé dugc DCPS
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Chinh sach Sir dung Céng nghé va Mang dwgc chdp nhan déi véi hoc sinh va nhan vién

gidm sat.
1. Hocsinh

DCPS s& cung cap théng bao vé chinh sach nay thdng qua qua trinh ghi danh hang ndm, va tt cd phu
huynh va hoc sinh trwdng thanh s& duoc yéu ciu xac nhdn d3 nhan. Hoc sinh va phu huynh cé thé dugrc
yéu cau ky Théa Thuan S& Dung C6 Trach Nhiém Mang va Cong Nghé Hoc Sinh (Théa Thuan S& Dung C6
Trach Nhiém Hoc Sinh), duoc bao gom trong cic Phu Luc va cé san trén trang mang DCPS. Théa Thuan
S Dung C6 Trach Nhiém ctia Hoc Sinh phdc tho viéc st dung cd trach nhiém va cac hoat déng bj cdm
ddi vai hoc sinh str dung cong nghé DCPS hodc truy cAp mang DCPS. Cac trudng ciling cé thé yéu cau hoc
sinh va phu huynh ky céc thda thuén cu thé cla trudng néu chi tiét cac quy trinh kiém tra / kiém tra
céng nghé, xac dinh nhan vién nha trudng cé vai trd lién quan dén cong nghé cu thé va thiét |ap cac quy
tac cu thé cla truong.

DCPS cung cap cho hoc sinh céc bai hoc hang ndm vé céng dan ki thuat s6 va an toan truc tuyén. Hoc
sinh duwgc yéu ciu hoan thanh cac khéa hoc trong Trung tdm Hoc sinh Cdng dan & Doc viét K§ thuat s6,?
bao gdbm mo-dun vé sir dung va chdm sdc thiét bj, va cé thé can hoan thanh khéa hoc trudce khi hoc sinh
duoc cap thiét bi hodc tai khodn DCPS.

Viéc khdng tuan theo cac quy tic nay s& duoc gidi quyét theo cac quy dinh va chinh sach ky luat cla
DCPS, bao gdbm Chinh sach Hoc sinh An toan va Tich cuc,? va cé thé din dén mat quyén truy cap vao
mang DCPS hodc cdng nghé DCPS trong thoi gian gia ting; mién 1a hoc sinh cé thé tham gia va hoan
thanh bai tap trén |dp thdng qua cidc phuong tién thay thé va cé thé nhan dugrc tat ca cac dich vu gido
duc d3c biét va Hoc vién Tiéng Anh can thiét. Trong mdt sé trudng hop, hanh vi sai tréi cling cé thé cau
thanh mot vi pham hinh suy.

2. Nhanvién

DCPS s& cung cap théng bao vé chinh sach nay cho nhan vién mdi thédng qua quy trinh gidi thiéu, va Thoa
thudn Nhan vién S dung Cong nghé c6 Trach nhiém (Théa thudn Nhan vién S& dung cé trach nhiém)
duwoc bao gdm trong cac Phu luc, s& c6 san trén trang web DCPS nhu mot tai liéu tham khdo bd sung va
lién tuc. Nhan vién d3a duoc chi dinh mét thiét bj DCPS ciing cé thé duoc yéu cau ky hodc ky lai Mau Xéc
Nhan Théa Thudn Nhan vién S&r Dung Cong nghé C6 Trach Nhiém trudc hodc khi nhan duoc thiét bj cha
ho.

Chinh quyén DC, Van phong Gidm d&c Cong nghé DC (OCTO) va / hodc DCPS c6 thé yéu cau nhan vién
hoan thanh khéa d3o tao nhan vién lién quan dén an ninh mang hodc cac chi dé lién quan. Nhan vién
khong hoan thanh cac khda dao tao dé mot cach kip thdi hodc tuan theo chinh sach nay cé thé bi ky luat
theo murc d6 tdng dan.

2 C6 sdn tai https://dcps.instructure.com/enroll/Y8Y7KY.
3 €6 sdn tai https://dcps.dc.gov/page/dcps-policies.
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B. Mang, Email va cac Ung dung
1. Mang

Mang DCPS va cong nghé DCPS duoc cung cdp cho nhan vién cho cdc muc dich 1ap k& hoach, gidng day
va quan ly; va cung cap cho hoc sinh cho muc dich gido duc, nghién clru va phét trién nghé nghiép. Mang
DCPS cho phép nhan vién va hoc sinh truy cap ndi bo vao thong tin va tai nguyén DCPS, cac ing dung
duogc DCPS phé duyét va truy cap internet tir bén ngoai. Truy cdp vao mang DCPS, bao gdbm internet, chi
duwoc cung cap cho hoc sinh dé ho trg gido duc, nghién ctru va phat trién nghé nghiép cta hoc sinh. St
dung mang DCPS la mét ddc quyén. Nhan vién va hoc sinh vi pham bat ky phan nao cua chinh sich nay
hodc céc chinh séch lién quan cé thé bi hly bé cac dac quyén cta ho dé sir dung mang DCPS va cac hanh
dong ky luat cé thé xay ra.

Truy cdp mang va mang bang thdng rdng dugc cung cdp cho céc trudng hoc cho céc dich vu hoc tap va
hoat déng. DCPS c6 quyén vu tién mang bang théng rdng va gidi han mét sé hoat ddng mang nhat dinh
dang anh huéng tiéu cwc dén cdc dich vu hoc tap va hoat ddng. Ngudi dung mang bi cdm st dung mang
DCPS dé truy cap ndi dung duoc coi la khdng phu hop hodc bat hgp phap, bao gdm nhung khdng gidi
han & ndi dung khiéu dam, tuc tiu, bat hop phap hoac khuyén khich bao luc.

DCPS khong ddm bdo rang cac chirc ndng hodc chat luvgng cla cac dich vu mang ma DCPS cung cap sé
khong cé 16i hodc khiém khuyét. DCPS khong chiu trach nhiém vé bat ky khiéu nai, mat mat, thiét hai, chi
phi hodc cac nghia vu khdc phat sinh tir viéc s dung mang hodc tai khoan. Bat ky khoan phi nao ma mot
ca nhan phai chju do s dung mang s& chi do cad nhan dé chju. DCPS khéng chju trach nhiém vé tinh
chinh xac hodc chat lugng cta thong tin thu dwoc théng qua viéc st dung hé théng, trir khi thdng tin 13
ndi dung do DCPS san xuat. B4t ky tuyén bd nao khéng dugc DCPS dua ra cé thé truy cap duwoc trén
mang hodc internet déu dwoc hiéu 13 quan diém ca nhan cla tac gid ch khéng phai quan diém cla
DCPS, Chinh quyén D3c khu Columbia, cc chi nhdnh hodc nhan vién cla ho.

2. B0 locva giam sat

Theo yéu cau clia Dao ludt B3o vé Internet cha Tré em (CIPA), DCPS dugc yéu ciu bdo vé hoc sinh khdi
va gido duc ching vé cdc mdi de doa truc tuyén, chan truy cap vao ndi dung khdng phl hop va gidm sat
viéc st dung internet cta tré vi thanh nién trén mang trudng hoc.*

DCPS sir dung cdng nghé bao vé dé chan hodc loc truy cap internet vao cadc mé ta tryc quan tuc tiu,
khiéu dam hodc cé hai cho tré vi thanh nién. Trlr khi duwgc mé ta trong Phan IV.G duwdi day, DCPS ¢d
quyén gidm sat va gidm sat cac hoat déng truc tuyén cta hoc sinh va truy cap, xem xét, sao chép, lwu tri
hodc xda bat ky thong tin hodc tép dién tlr nao cling nhu tiét 16 ching cho ngudi khac khi thay can thiét.
Hoc sinh khdng c6 ky vong vé quyén riéng tu lién quan dén viéc st dung tai san DCPS, mang may tinh
DCPS, hodc internet, tép hodc email trong khi & trong mang, trir khi dwoc thiét 1ap bdi Dao luit Bao vé
Quyén riéng tu Ky thuat sd cha Hoc sinh (xem Phan IV.G bén dudi).

DCPS ciing s dung mét hé théng quan ly an toan dé phan tich va xem xét ndi dung dugc tim thay trong
kho lvu trir ho so hoc sinh truc tuyén, email DCPS dén va di, tép dinh kém email DCPS va lién két dén

4 47 USC 254(h)(5)(B).
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cac trang web. Hé théng nay chin ndi dung va hinh anh cé kha ndng gay hai va thong bao cho nhan vién
DCPS trong cac truong hop khan cap, chang han nhu de doa hoédc bao lwc d6i véi ban than hodc ngudi
khac.

3. Ungdung

Dao luat bao vé quyén riéng tu truc tuyén cda tré em (COPPA) yéu ciu cdc nha diéu hanh trang web
hodc dich vu tryc tuyén hudng dén tré em duwdi 13 tudi va nha diéu hanh trang web hodc dich vu truc
tuyén khac cé kién thirc thue té rang ho dang thu thap thong tin ca nhan truc tuyén tir tré em duwdi 13
tudi, phai c6 dugc sy dong y c6 thé xac minh cla cha me trudc khi thu thap, sir dung hoic tiét 16 thong
tin cd nhan tir tré em.?

Khi DCPS ky hop déng véi mét trang web hodc dich vu tryc tuyén dé thu thap théng tin cd nhan cho viéc
st dung va lgi ich clia DCPS va khéng cho muc dich thwong mai nao khéc, nha diéu hanh cé thé nhan
duoc su dong y tir DCPS va khong bat budc phai cé dugc sy dong y truc ti€p tir phu huynh.® DCPS s&
cung cap cho phu huynh théng bao vé sy ddng y do DCPS cung cap thong qua mét ban kiém ké dién ti
trén trang web DCPS cla tat ca cac trang web va cac hop d6ng dich vu tryc tuyén cla DCPS tuan thi
COPPA d8i v&i va/hodc yéu cau hoc sinh dudi 13 tudi truy cap, bao gdm lién két d&n chinh sach quyén
rieng tu ctia mdi nha didu hanh, va mét quy trinh ma qua dé phu huynh ¢ thé chon khéng tham gia.
Nhan vién DCPS khéng dugc phép yéu cau hoc sinh dudi 13 tudi truy cip cac trang web va dich vu khéng
tudn thi COPPA hodc bat ky trang web va dich vu nao tudn thi COPPA ma phu huynh d3a chon khéng
tham gia thu thap thong tin ca nhan.

4. Kiém soét truy cap

DCPS thuyc hién céc bién phap kiém soat truy cip an ninh dé ddm bao truy cdp mang va cdng nghé thich
hop cho tat ca ngudi dung va khda truy cap trai phép va cdc méi de doa tiém an. DCPS chi dinh nguoi
dung truy cap vao mang DCPS, tai khodn email DCPS, va cac &ng dung duwoc Oy quyén cta DCPS dya trén
cap 16p va/hodc yéu ciu cta trudng hodc gido vién nhu sau:

e Truy cdp: T4t ca hoc sinh va nhan vién phai st dung thdng tin dang nhap va mat khau duoc ca
nhan hoa cla ho dé d&ng nhap vao céc hé thdng va thiét bj DCPS.

e Email: Hoc sinh tir 1&p 9 tré 1én dugce cung cap tai khodn email DCPS sau khi hoan thanh khéa
hoc Cong dan Ky thuat s8. Hoc sinh & cac 1dp khac cé thé dugc cung cap tai khoan email DCPS
sau khi hoan thanh khéa hoc Cong dan K thuat sé theo quyét dinh clia nhan vién DCPS. Hoc
sinh c6 khuyét tat nhat dinh nén cé quyén truy cap vao cac bai kiém tra va chd & trong Iép hoc
duoc liét ké trong IEP ca ho d& hoan thanh khoéa hoc Cong dan k§ thuat s6, c6 thé bao gobm
doc to va I3p lai hudng dan, gidm kha ndng doc vin ban, don gian héa néi dung va cac tién nghi
khac.

e U'ng Dung: DCPS cung cap quyén truy cap vao mot bd &ng dung tiéu chuan dugc chap thuan
cho tat cd nhan vién va hoc sinh DCPS. Quy&n truy cap cta nhan vién dugc cung cap dua trén
trach nhiém cong viéc va, ddi vdi mot s6 ing dung nhat dinh, dua trén yéu cau chinh. Hoc sinh

5 Xin xem 16 CFR Phan 312.5. Y&u cau nay cling 4p dung cho bat ky thay d&i quan trong nao trong cac hoat déng
thu thép, st dung hodc tiét 16 ma phu huynh d3 déng y trudc doé. Cac nha diéu hanh cling phai cung cip cho phu
huynh tly chon déng y v&i viéc thu thap va st dung théng tin cd nhan cla tré ma khéng déng y tiét 16 théng tin ca
nhan cua tré cho bén thi ba.

6 P& biét thém théng tin vé viéc tuan thd COPPA, vui ldbng xem https://www.ftc.gov/tipsadvice/business-
center/guidance/complying-coppa-frequently-asked-questions.
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dugc cung cap quyén truy cdp vao mét bd irng dung da dugc phé duyét. Hoc sinh c6 thé nhan
dugc quyén truy cap vao cac irng dung khac ngoai bd d3 dwoc phé duyét theo yéu ciu cla nha
trwong va gido vién.

e Tt Nghiép hodc Hay Ghi Danh: Hoc sinh tét nghiép hodc hidy ghi danh tir DCPS s& khdng con
cd quyén truy cap vao cong nghé hodc hé thdng DCPS bao gdbm céc (rng dung va tai liéu duoc
luu triv.

5. Matkhau

Bao vé bang mat khau 13 bat budc trén tat ca cac cong nghé do DCPS cap dé ngin chian viéc si dung bdi
bat ky ai trai phép bai DCPS va ngudi dung dugc yéu cau tudn tha cac yéu cdu mat khau DCPS khi dang
nhap vao may tinh, mang va hé théng truc tuyén cla truong. Ngudi dung sé dwoc tuw dong nhdc dép
rng cdc yéu cau mat khau cta DCPS nay nhu [a mot phan cla qua trinh cap nhat mat khau thuong xuyén
cla ho.

Hoc sinh va nhan vién khéng duoc phép chia sé mat khau cla ho hodc mat khau cla bat ky hoc sinh
hodc nhan vién DCPS nao khac ma ho cé thé d3 biét, cho du vé tinh hay vi pham chinh sach nay, va phai
hét strc than trong dé tranh Iira ddo qua email yéu cau mat khau hodc théng tin ca nhan khac. DCPS yéu
cau hoc sinh tham gia vao cac bai hoc vé cong dan k§ thuat sé va an toan truc tuyén dé tim hiéu cach
tranh nhirng tro gian 1an nay va céc thuc hanh t6t khac dé sir dung cong nghé an toan.

Hoc sinh khuyét tat khong thé thanh thao céc bai hoc cong dan s& dugc mién cac yéu cau mat khau nay.
Céc hinh phat d6i véi viéc sir dung mat khau bi cdm cé thé dan dén han ché truy cap mang hodc hly tai
khodn. Ngoai ra, vi pham c6 thé dan dén ky luat va / hodc hanh dong phap ly cho hoc sinh bao gdom dinh
chi, dudi hoc va truy t& hinh su.

6. Tiép cany té tir xa/thudc chira bénh tir xa
Nhan vién va hoc sinh DCPS dwoc phép truy cap cac budi cham séc strc khde tir xa trén cac thiét bi DCPS.
Mac du DCPS khéng cd y dinh chi ddng gidm sat cdc budi chdm sdc stre khoe tir xa, luat lién bang yéu
cau cac hoc khu quét dir liéu va gidm sat hoat déng cla hoc sinh trén cac thiét bj do trudng cap, cé thé
bao gdbm ho so'y t& hodc cac tai liéu khac dugc lwu vao 6 cirng cla thiét bi. Cac budi cham sdc strc khde
tlr xa trye tiép s& khdng duoc theo ddi. Néu dit liéu bi mat dwoc lwu trit trén 6 cirng cla thiét bi, né s& bi
x06a khi thiét bj trd lai kho.

7. HGi nghi truyén hinh
Hoi nghi truyén hinh xay ra khi nhan vién DCPS va hoc sinh giao tiép vdi nhau trong &m thanh va tdm
nhin thoi gian thuc bang cach st dung &ng dung hoi nghi truyén hinh. Gido vién va nhan vién cé thé ghi
lai héi nghi truyén hinh va cung cap cho ban than va hoc sinh sau nay.

Nhan vién khéng nén tiét 16 thdng tin nhan dang cd nhan vé hoc sinh trong cac budi hdi nghi truyén hinh.

Nhan vién va hoc sinh nén bao cdo bat ky hanh vi khéng phu hgp hodc hanh vi lién quan nao cé thé xay
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ra trong hoi nghi truy@n hinh cho Van phong Liém chinh DCPS.” Nhan vién va hoc sinh phai tiép tuc tuan
theo Chinh Sach vé Quyén va Trach Nhiém cta Nhan Vién DCPS,® Chinh Sach Truyén Théng Xa Héi,° va
bat ky chinh sich, quy dinh va luat hién hanh nao khéc lién quan dén sy tuong tac gitra nhan vién va hoc
sinh.

8. Tritué nhan tao (Al)

Nhw v&i tat ca cdc cdng nghé, hoc sinh va nhan vién dugc yéu cau st dung Al mét cach ¢ trach nhiém
va dao dirc. Cac cdng cu Al nén dugc hoc sinh va nhan vién st dung nhu mot sy bé sung, khong thay
thé, cho viéc hoc. DCPS s& cung cap cho hoc sinh nhitng bai hoc vé lgi ich va rai ro cda Al théng qua Céng
dan Ky thuat s6 va cac khda hoc danh riéng cho Al.

Mic du dugc dé cap trong cac phan khéc cha chinh sach nay, viéc s&r dung Al dwdi day bj nghiém cadm cu
thé va s& 13 d6i twong dugc xem xét ki ludng b6 sung:
e BAat nat va quay réi: Hoc sinh bi cdm st dung Al theo cach cé thé gay hai cho ban than hodc
ngudi khac. Nghiém cadm sl dung cac cong cu Al dé thao tung phuong tién truyén thong dé
mao danh ngudi khac.
e Dao van va gian lan: Hoc sinh bj cAm glri tdc pham do Al tao ra nhu tac phdm gbc cla ho hoic
sir dung Al dé tra 1 bai kiém tra, bai kiém tra hodc cac cau hdi bai tp khdc (trir khi dugc gido
vién hudng dan lam nhu vay).

PhU hop vadi Chinh Sach Trudng Hoc An Toan va Tich Cuc ca DCPS, nhan vién phai thyc hién cic phan
rng ky luat, bat dau véi phan ng thich hop it nghiém trong nhat trong pham vi cac phan trng ky luat
cho phép. Pham vi nay cé thé thay déi tir viéc cung cap co hdi ndp lai san pham, dén trir diém.

a. Can nhac b6 sung cho nhan vién st dung Al

DCPS duy tri mot danh sach cdc cong cu Al ndng cao da dugc phé duyét dé hoc tap cla hoc sinh va s&
cung cap su phat trién chuyén mon dé ho trg viéc trién khai thich hop cac cong cu nay. Néu gido vién va
I&nh dao nha truérng mudn s dung mot céng cu Al ngoai danh sach do nhém DCPS EdTech quan ly, né
phai ddp rng cac tiéu chi do Nhém EdTech dét ra va ho phai ndp Biéu mau phé duyét cong cu Al truéc
khi mua va s dung trong 1&p hoc hodc trong bai tap. Cac tiéu chi nay va Biéu mau cé sin trén trang web
EdTech SharePoint tai https://dck12.sharepoint.com/sites/DCPSEdTechInformationResources.

Nhan vién duoc yéu cau xac minh tinh trung thuc cla bat ky ndi dung nao do Al tao ra bang cach st
dung cac ngudn dang tin cay vi ndi dung do Al tao ra cé thé chira 16i hodc sai léch. Khi s& dung Al dé lién
lac, chdng han nhu soan thao email cho phu huynh, nhan vién cé trach nhiém dam bao rang ngdn ngi
chuyén nghiép va khéng c6 sy khdong chinh xac va thién vi. Nhan vién phai xem xét va phan anh nghiém
tlc vé tat ca ndi dung do Al tao trudce khi st dung.

C. Cdng nghé (bao gdbm may tinh, laptop, may tinh bang)

7 Ban c6 thé lién hé v&i Van phong Liém chinh bang cach hoan thanh Biéu mau Gidi thiéu Truc tuyén, cd san tai
https://dcps.dc.gov/page/office-integrity hodc glti email cho dcps.cio@k12.dc.gov.

8 C6 s@n tai https://dcps.dc.gov/page/dcps-policies.

9 C6 s@n tai https://dcps.dc.gov/page/dcps-policies.

10 ¢4 sdn tai https://dcps.dc.gov/publication/safe-and-positive-schools-policy.
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Chinh sach Sir dung Céng nghé va Mang dwgc chdp nhan déi véi hoc sinh va nhan vién

1. HO tro thiét bi

DCPS cung cap cai dat co ban, dong bo héa va hd trg phan mém cho cong nghé DCPS. Cac thiét bj phai
duogc két ndi vai mang DCPS mét cach thuwong xuyén dé nhan cac ban cap nhat phan mém va / hodc cho
muc dich kiém ké. Bao vé bang mat khau |a bat budc trén tat cd cac cong nghé do DCPS ban hanh dé
ngan chan viéc st dung trai phép trong treong hop bi mat hodc trdm cap.

2. Hu hdéng, mat mat hodc trém cap

Nhan vién la ngudi quan ly thiét bi cdng nghé DCPS va c6 thé phai chju trdch nhiém tai chinh vé thiét
hai, mat mat hodc trom cap tai san do so suét. Vi du vé so suat bao gdm, nhung khong gidi han 6:
e Thiét hai do dé cédng nghé DCPS trong xe hodc vi tri khac ti€p xuc vdi nhiét, lanh hodc hoi am;
e Hu hong do d6 uéng hodc thyc pham bi d6; hoic
e Trom cap la két qua cla viéc dé cong nghé DCPS khdng duoc giam sat hodc & mot vij tri khéng an
toan.

Mét nhan vién DCPS chi nén st dung thiét bi do nhém CNTT DCPS gén cho ho va bi cdm 13y hodc st dung
céc thiét bi dwoc gan cho cac nhan vién hién tai hodc trudc day khac.

Hoc sinh phai thuc hién cac bién phap hop ly dé ngdn chan thiét bi bi hdng, mat hodc bi danh cap. Néu
mot thiét bj cia hoc sinh bj hdng, nhan vién DCPS tai trudng hoc cla hoc sinh cé thé diéu tra dé xac dinh
xem thiét hai cho cédc thiét bj la do so suat hodc hanh vi cd y phd hoai hay khong. Cudc diéu tra nay nén
xem xét cac yéu t6 dnh hudng dén viéc hoc sinh c6 thé hiéu dugc viéc cham sdc thiét bi thich hop hay
khong, bao gdbm tudi tac va bat ky khuyét tat nao cé lién quan. Vi du vé thiét hai do so’ sudt hodc hanh vi
c8'y phd hoai bao gdbm nhung khdng gidi han &:

e V& trén cac thiét bj sir dung diém danh dau vinh vién, khic cac tir / d6 hoa bang vat sac nhon
hodc vét can cla dong vat trén thiét bj;

e Hu hdng & mot s6 vi tri do thiét bj bi xt ly sai hodc khéng dwoc chdm séc (vi du: man hinh bi
ntrt, ban phim bi hdng, thi€u phim hodc vd may tinh xach tay bén ngoai cé d3u hiéu va dap &
mét s6 vi tri hodc may tinh xach tay / may tinh bang bi tra lai nhiéu manh);

e Hu hdng manh, hu hong do va dap bang (céc) vat sic nhon hodc cirng, hodc hv héng do (céc)
vat thé bj ket vao USB hodc c6ng ngudn clia mdy tinh xach tay;

e Thiét bi chim hoan toan trong nudc hodc cac chat long khac; hodc

e M0 hinh thiét hai l3p di |3p lai néu hoc sinh d3 gay ra thiét hai cho ba (3) thiét bj tré 1én trong
maot nam hoc.

Céac bién phap ky luat déi véi hoc sinh d6i vai thiét hai ddi véi cac thiét bj do so sudt hodc hanh vicd y
pha hoai s& dwoc xac dinh theo Chinh sdch Trudng hoc An toan va Tich cwe DCPS?, cac quy dinh va luat
phap, va Chinh sach Str dung Chap nhan dugc nay.

Hoc sinh c6 thé khong bi phat vi thiét hai do hao mon thong thudng hodc tai nan khéng chiy. Vi du vé
hw héng thiét bi do hao mon théng thurdng bao gdm nhuwng khdng gidi han &:

e Thiéu (cac) phim trén ban phim;

e Man hinh bj ntt do vo6 tinh lam roi;

e Hu hong bi cd 1ap doi véi modt phan nho cla thiét bi, chang han nhu gdc / canh cia man hinh, ¢é

11 €6 sdn tai https://dcps.dc.gov/page/dcps-policies.
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thé 13 két qua cha viéc vo tinh lam roi;
e V6 tinh lam d6 chat 16ng trén ban phim; hodc
e Thiét hai do tang dién.

N&u cong nghé DCPS bi mat, bi danh cap, hodc bi hu hong, hoc sinh phai thong bdo cho gido vién hodc
I3nh dao nha trudrng; nhan vién phai thdng bdo cho ngudi gidm sat clia ho va mot dau mai lién lac vé
céng nghé DCPS. DCPS sé thuc hién tat ca cac bién phap hop ly dé thu hdi tai sdn bi mat va dam bao an
toan cho bat ky thdng tin ndo cé trén thiét bi. DCPS c6 thé chon trién khai phan mém theo ddi vi tri trén
cac thiét bj dé xac dinh vj tri cac thiét bi dwoc xac dinh 13 bi mat hodc bj danh cip hodc vd hiéu hda tir xa
céc thiét bi khdng duwoc tra lai theo yéu cau. Cac thiét b bi hu hdng phai dwoc tra lai cho nhém CNTT
DCPS (AssetAdmin@k12.dc.gov) va khong duoc virt bd bdi hoc sinh, gia dinh hodc nhan vién. Thiét bj
trudce tién phai dwoc danh gid bdi nhdm CNTT DCPS va OCTO trudce khi thay thé.

3. Hoc sinh str dung qua dém hoac tai nha

Nhan vién trudng DCPS cé thé cung cap cho hoc sinh cac thiét bi DCPS dé sir dung qua dém hodc tai nha
theo quyét dinh cla hiéu trudng trudrng hodc nhdm IEP khi thich hgp va phu hgp véi chinh sach nay.
Hoc sinh DCPS va phu huynh/ngu¢i giam ho phai ky Thda thuidn Hoc sinh str dung cdng nghé cé trach
nhiém dinh kém (xem Phu luc) trwdc khi ho dwoc chi dinh va cdp mot thiét bi dé st dung qua dém hodc
tai nha. Nhan vién truérng DCPS phai tudn thd cdc yéu ciu vé quyén riéng tu theo Dao ludt Bdo vé Quyén
riéng tw K§ thuat s& cla Hoc sinh, va phu huynh va hoc sinh nén biét rang céc thiét bj ndy cé thé duoc
nhan vién DCPS gidm sat va truy cip.?

Cong nghé ho tro cé thé mang vé nha véi hoc sinh néu nhém IEP clia hoc sinh, phdi hop véi Nhém Cong
nghé Hd tro DCPS, xac dinh rang hoc sinh yéu cau nhitng hd tro nay dé hoan thanh cac nhiém vu gido
duc & nha (vd. bai tap vé nha, giao ti€p). Hoc sinh phai tudn theo tat ca céc chinh sach cda DCPS trong
viéc sir dung cdng nghé nay & nha, giéng nhu khi ho sir dung cdng nghé & trudng. DE biét thém théong
tin vé cong nghé hd tro, vui ldng xem trang web Cong nghé Hb tro DCPS™ hoic lién hé véi
DCPS.AssistiveTech@k12.dc.gov hodc Nhém IEP cda hoc sinh.

D. Ung xir va sir dung dwoc chap nhan

Bang cach st dung mang DCPS va cdng nghé DCPS, nhan vién va hoc sinh ddng y tudn theo tat ca cac quy
dinh, chinh sach va huéng dan cé lién quan cla thanh phd DC; OCTO va DCPS. Nhan vién va hoc sinh
phai bdo cdo viéc lam dung hodc vi pham céc giao thirc cho gido vién, ngudi giam sat, quan tri vién thich
hop hodc nhan vién Dich vu Trung tdm ngay khi ho biét vé viéc st dung sai hodc vi pham.*

Nhan vién va hoc sinh khdng dwoc sir dung mang DCPS hodc cdng nghé DCPS, bao gbm truy cap
internet, mang ndi bd, cdng cu cdng tac, cong cu giao ti€p hang loat, phuong tién truyén théng xa hoi
hodc email dé st dung, ghi lai, chia sé, tai 1én, dang, thu, hién thi, lwu trir hodc truyén tai dudi bat ky
hinh thirc nao bat ky ndi dung, théng tin lién lac hodc théng tin nao:

1. Thu han, qudy rdi, de doa, bdi nho hodc phi bang;

2. Xuc pham hodc phan biét d6i x& vdi nhitng ngudi dwa trén chldng tdc, mau da, tén gido, ngudn

12 Xin xem B® Luat Chinh Thirc cda DC § 38-831.03(a).
13 €6 sén tai https://dcps.dc.gov/page/assistive-technology%E2%80%AF.
14 P& biét thém thdng tin vé viéc ndp bdo cdo va khiéu nai, vui long xem Phan V.
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Chinh sach Sir dung Céng nghé va Mang dwgc chdp nhan déi véi hoc sinh va nhan vién

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.
20.

21.

22.

23.
24.

goc qudc gia, gidi tinh, tudi tac, tinh trang hdn nhan, ngoai hinh cé nhan, khuynh huéng tinh
duc, ban dang hodc biéu hién gidi tinh, tinh trang gia dinh, trach nhiém gia dinh, tring tuyén,
lién két chinh tri, théng tin di truyén, khuyét tat, ngudn thu nhép, tinh trang la nan nhan cua
hanh vi pham t6i trong gia dinh, noi cw trd hodc kinh doanh, hoac tinh trang la nan nhan hoac
thanh vién gia dinh cta nan nhan bao luc gia dinh, mét hanh vi pham téi tinh duc, hodc rinh
rap;

C4u thanh hodc tiép tuc bat ky hanh vi pham t6i hinh sy ndo hodc lam phat sinh trach nhiém
dan su theo bat ky luat hién hanh nao, bao gdbm luat kiém soat xuat khau cla Hoa Ky hodc luat
bang sang ché&, nhan hiéu hodc ban quyén ctia Hoa KY;

C4u thanh viéc s dung cho hodc hd trg bat ky muc dich khiéu dam hodc khiéu dam nao bao
gdbm nhung khdng gidi han & viéc truyén, truy xuat hodc xem bat ky tai liéu tuc tiu, tuc tfu hoac
khiéu dam nao;

C4au thanh viéc sir dung dé thu hat hodc phat tan thong tin véi muc dich kich dong bao luc, gay
tdn hai ca nhan hodc thuong tich co thé, hodc quay rdi, de doa hodc theo ddi mot ca nhan
khac;

Chtra vi-rut, trojan horse, ransomware hodc thanh phan cé hai khac hodc ma doc;

Cau thanh thu réc, Ilra ddo, thu rdc hodc email quang b4 trai phép;

Vi pham tinh bao mat cta bat ky thiét bi hodc mang DCPS nao khac, hodc cau thanh truy cip
trai phép vao bat ky thiét bj hodc mang DCPS nao hodc c8 ging pha v& bat ky bién phap bao
mat nao;

Co duoc quyén truy cap hodc cung cap cho bén thi ba trai phép quyén truy cip vao tai khoan
mang, tép hodc di¥ liéu DCPS cla ngudi dung khac hodc sira d6i tép, dit liéu hodc mat khiu cla
ho;

Mao danh bat ky ngudi, t6 chirc, doanh nghiép hodc t6 chirc dwoc Qy quyén nao con séng hodc
d3 chét véi muc dich Itra dao;

Lam gidm hiéu sudt, gay ra rdi ro bao mat hodc de doa tinh toan ven hodc hoat déng hiéu qua
cGia mang hodc cong nghé DCPS;

Tudc quyén truy cap cha ngudi dung dugce Oy quyén vao mang hodc cdng nghé DCPS;

Cé duoc cong nghé DCPS hodc truy cap mang DC vuwot qua nhivrng gi duwgc phép;

Tham gia vao viéc xam nhap trai phép hodc bat hop phép vao hé théng mang DCPS;

Tiét 16 thdng tin bi mat hodc ddc quyén, bao gdbm théng tin hd so hoc sinh, ma khéng dwoc
phép hodc khéng cé bién phap bido mat thich hop;

Tiét 16 hodc truyén tai thong tin, video va hinh dnh nhan dang ca nhan cda hoc sinh ma khéng
duoc phép hoac khong cé bién phdp an ninh thich hop;

Chia sé thdng tin bi mat vé hoc sinh hodc nhan vién DCPS theo cdch vi pham luat DC, luat lién
bang, quy dinh, chinh sach hodc hwéng dan;

Chia sé dia chi email DCPS hodc danh sach phan phdi cho cdc muc dich st dung vi pham chinh
sach nay hodc bat ky chinh sach DCPS nao khic;

Cho phép hodc ciu thanh dat cugc hodc danh bac dudi bat ky hinh thirc ndo;

Cai dat, tai xudng hodc st dung phan mém trai phép hodc khdng cd gidy phép hoac hé théng
clia bén th ba;

Truy cdp, phan phdi, tai xuéng hodc sir dung cac trd choi, chuong trinh, tép, phuwong tién dién
t&r hodc rng dung ddc 1ap trai phép tir internet cé thé gy ra mdi de doa cho mang DCPS;
Quang ba hodc tham gia dudi bat ky hinh thirc nao vao xd s6 hodc gy quy trai phép;

Thuc d3y hodc tham gia dwéi bat ky hinh thirc ndo vao cac hoat ddng chinh tri dang phai;
Khuyén khich hodc tham gia dudi bat ky hinh thirc nao vao céc hoat déng chinh tri hodc bau clr
noi bd lién quan dé&n cong doan hodc t6 chirc khac dai dién cho ngudi lao dong;
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25. Tham gia vao cac hoat dong kinh doanh tu nhan, thuwong mai hoac cac hoat déng khac vi lgi ich
tai chinh ca nhan;

26. Phat tan thong tin trdi phép lién quan dén mat khau hodc hé théng bao mét clia ngudi dung
khac;

27. Lam sai l&ch, 1am x&o trén hodc thyc hién cac thay d6i, bd sung hodc xda trai phép déi vdi dir
liéu ndm trén mang DCPS hodc bat ky hé thong trudng hoc nao;

28. Truy cap hodc st dung dit liéu ndm trén mang DCPS cho muc dich s dung ca nhan;

29. Khuyén khich hodc tham gia vao bat ky hoat déng hodc méi quan hé nao véi hoc sinh khéng
lién quan dén hoc tip hodc cc hoat ddng ngoai khda do nha trudng tai tro, trir khi dugc hiéu
truwdng va phu huynh/ngudi gidm ho ctia hoc sinh cho phép trudc bang vin ban;

30. Vi pham cac diéu khoan st dung dugc chi dinh cho mét cong nghé, &ng dung hodc hé théng
mang DCPS cu thé;

31. C4u thanh viéc s& dung lam gian doan hoat dong ding dan va trat tw cla treong hoc hodc vin
phong;

32. Tham gia vao viéc hack (ttrc 1a ¢8 y truy cap bang cac phwong tién bat hop phap hodc khong
dugc phép) vao mang DCPS dé truy cap thdng tin trai phép hodc pha v& céc hé théng bao mét
thong tin;

33. Tham gia vao hanh vi tinh duc khéng phu hop, bao gém quan hé tinh duc khdng mong muén,
ti€p xtc khong dirng dan, truyén tai hinh dnh khéu goi tinh duc hodc cac hoat ddng tinh duc
khac; hoac

34. Vi pham bat ky 1énh cdm nao dugc ghi nhan trong chinh sach nay hodc bat ky chinh sdch DCPS
nao khac.

Hoc sinh, nhan vién va nhitng ngudi dung khdc khéng duoc chia sé thiét bi do DCPS cap hodc thdng tin
dang nhap mang do DCPS cap cta ho véi bat ky cd nhan nao khac. Nghiém cam st dung thiét bj do DCPS
cap clha ngudi khac hodc thong tin dang nhap mang do DCPS cap, cho phép ngudi dung trai phép st
dung thiét bi do DCPS cdp hodc thong tin dang nhap mang do DCPS cdp hodc tao diéu kién cho viéc st
dung trai phép thiét bj do DCPS cap cla bat ky cad nhan nao khac hodc théng tin dang nhap mang do
DCPS cap thdng qua viéc chia sé thong tin dang nhap hodc bat ky phuwong tién nao khac.

E. Céng nghé truyén théng ca nhan

Hoc sinh khong dugc phép st dung céng nghé ca nhan trén mang DCPS ma khéng co sw cho phép rd
rang bang van ban tir Hiéu tredng hodc ngudi duoc chi dinh cla ho. DCPS khdng chiu trach nhiém vé
viéc bao tri va bao mat cic thiét bi dién t&r ca nhan cda hoc sinh va khdng chiu trach nhiém vé mat mat
hodc trdm cdp. DCPS, OCTO, va nhan vién cta ho khong bat budc phai cung cap hé tro k§ thuat cho hoc
sinh dang tim céch st dung cdc thiét bj dién tlr cd nhan & trudrng hodc trén mang DCPS, hodc truy cap
cac tai khodn phuong tién ca nhan trén cac thiét bi DCPS ngoai ho tro véi cac tng dung dua trén web,
duoc DCPS phé duyét dang duoc st dung trén cac thiét bj cd nhan d6. Trir khi dugc md ta dudi day
trong phan nay, DCPS ¢ quyén thyc thi cic bién phdp bdo mat trén cac thiét bj cd nhan khi dwoc st
dung dé truy cap mang DCPS va loai bd cdc thiét bj bi phat hién vi pham chinh sach DCPS.

F. Quyén riéng tw cta tai khoan truyén thdng ca nhan va cdng nghé cia hoc sinh

1. Chinh sach vé cdng nghé va tai khoan truyén théng cé nhan cta hoc sinh danh
riéng cho tirng truong hoc
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Hiéu trudng phai thong bao bang van ban cho hoc sinh va phu huynh néu nha trudng cé quy dinh bé
sung lién quan dén tai khodn mang cd nhan va thiét bi céng nghé cta hoc sinh.

2. Quyén riéng tu chung cta tai khoan truyén thdng ca nhan va thiét bj cong nghé
cta hoc sinh

Ngoai nhitng trudng hgp ngoai lé trong Muc IV.G.3, DCPS sé khong thuc hién hoac de doa sé cé hanh
dodng chéng lai mét hoc sinh hodc hoc sinh tuong lai, bao gdbm ky luat, dudi hoc, hdy ghi danh, tir chdi
nhap hoc, hodc cdm tham gia vao mot hoat déng ngoai khéa hodc ngoai khéa, vi hoc sinh hodc hoc sinh
tuong lai tir chéi:
e Tiét 16 tén ngudi dung, mat khau hodc cac phuong tién xac thyc tai khodn khic duoc sir dung dé
truy cap tai khodn phuwong tién cd nhan hodc thiét bi cdng nghé cé nhan cta hoc sinh;
e Truy cap tai khodn phuong tién truyén théng cd nhan hodc thiét bi cdng nghé ca nhan cda hoc
sinh v&i s cé mat clia nhan vién tai trwong theo cach cho phép nhan vién tai trwdng quan sat
di liéu trén tai khoan hodac thiét bi;
e Thé&m mét ngudi vao danh sach ngudi dung cé thé xem tai khoan phuong tién ca nhan cla hoc
sinh hodc truy cap thiét bj cong nghé ca nhan cla hoc sinh; hoac
e Thay d6i cai dat quyén riéng tu duoc lién két vdi tai khodn phuong tién ca nhan hoic thiét bi
cdng nghé cd nhan cta hoc sinh.?®

Né&u DCPS v6 tinh nhan duoc tén ngudi dung, mat khau, hodc cac phuong tién xac thuc tai khoan khac
cho tai khoan phuong tién truyén thong ca nhan hodc thiét bj cong nghé ca nhan clia mét hoc sinh hodc
hoc sinh twong lai thong qua cac phuong tién hop phap khac, DCPS sé:
e Khong sir dung thdng tin dé truy cip tai khoan truyén théng cd nhan hodc thiét bi cdng nghé cd
nhan cla hoc sinh hodc hoc sinh twong lai;
e Khdng chia sé thong tin véi bat ky ai; va
e Xda thong tin ngay 1ap tirc hodc ngay khi cé thé thyc hién dugc mot cach hop ly.*®

Khéng c6 gi trong phan nay ngan can DCPS:

e Truy cap thong tin vé mot hoc sinh hodc hoc sinh twong lai cé san cong khai;

e Y&u ciu hoc sinh hodc hoc sinh tuong lai tw nguyén chia sé ndi dung cu thé cé thé truy cap tir tai
khodn phuwong tién ca nhan hoic thiét bi cdng nghé cd nhan nham muc dich dam bao tuan tha
luat hién hanh hoic chinh sach DCPS, mién |3 yéu cau tuan thl cac yéu cau cla chinh sach nay;

e Cam hoc sinh hodc hoc sinh twong lai truy cdp hodc van hanh tai khoan truyén théng cé nhan
hodc thiét bi cdng nghé ca nhan trong gi® hoc hodc trong khi & trong khuén vién trudng hoc;

e  Giam sat viéc st dung mang DCPS; hoac

e Thu héi quyén truy cap cla hoc sinh, toan bé hodc mét phan, vao mang DCPS hodc cdng nghé
DCPS.Y

3. Ngoai lé d6i vdi quyén riéng tu cla tai khodn truyén thong ca nhan va cong nghé
cla hoc sinh

Nhan vién DCPS ¢ thé luc soat tai khoan phuong tién truyén thdng cd nhan hodc thiét bj cong nghé cé

15 B luat chinh thirc cda DC § 38-831.04 (a).
16 B§ luat chinh thirc cdia DC § 38-831.04 (b).
17 B6 luat chinh thirc ciia DC § 38-831.04 (e).
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Chinh sach Sir dung Céng nghé va Mang dwgc chdp nhan déi véi hoc sinh va nhan vién

nhan cta hoc sinh hodc buéc hoc sinh cung cap dit liéu cé thé truy cap dwoc tir tai khoan phuong tién
truyén thong ca nhan hodc thiét bi cdng nghé ca nhan cta hoc sinh trong céc trudng hop vi pham chinh
sach sau day hodc méi de doa sdp xay ra déi véi tinh mang hodc si an toan.

a. Vipham chinh sach

Nhan vién DCPS ¢ thé luc soat tai khoan phuong tién truyén thdng cd nhan hodc thiét bj cong nghé cé
nhan cta hoc sinh hodc buéc hoc sinh cung cap dit liéu cé thé truy cap dwoc tir tai khoan phuong tién
truyén thdng cd nhan hodc thiét bj cdng nghé cé nhan cla hoc sinh néu nhan vién DCPS cé nghi ngd hop
ly rdng hoc sinh d3 str dung hodc dang st dung tai khodn phuong tién truyén thong ca nhan hoic thiét bi
cong nghé ¢4 nhan cuta hoc sinh dé ti&p tuc vi pham chinh sach DCPS va cé nghi ngd hop ly rang tai
khodn truyén thdng ca nhan hodc ca nhan Thiét bj cong nghé chira bang chirng vé hanh vi vi pham bj
nghi ngo.1®

Truwdce khi ti€n hanh tim ki€m nhu vy hodc budc hoc sinh cung cdp dit liéu dé, nhan vién DCPS phai:
e Ghi lai sw nghi ngd hop Iy lam phat sinh nhu ciu tim kiém hodc san xuét; va
e Théng bédo cho hoc sinh va phu huynh / ngudi gidm hd clda hoc sinh vé hanh vi vi pham déng ngd
va dit liéu hodc cc thanh phan can tim kiém hodc hoc sinh s& bj budc phai xuat trinh.*®

DCPS ¢ thé tich thu thiét bj cdng nghé cd nhan cla hoc sinh dé ngan chan viéc xéa dit liéu trong khi chd
thong bao bat budc nay chi khi thai gian thu gilt thong bao trudc khong qua 48 gior va thiét bj cong nghé
ca nhan duoc luu trir an toan trén tai san DCPS va khong dworc truy cép trong thoi gian thu gitr trudc
théng bdo.?°

Viéc tim ki€m hodc san xuat bat budc phai duoc gidi han & di liéu co thé truy cap tir tai khodn hodc
thiét bj hodc cac thanh phan cla thiét bi mot cach hop Iy ¢é khad ning mang lai bang chirng vé vi pham
dang ngd va khéng ai dugc phép sao chép, chia sé hodc chuyén dit liéu thu dugc theo tim kiém hodc san
xuat bat budc khoéng lién quan dén vi pham nghi nger d3 thic day tim kiém.2!

b. M&ide doa sap xay ra d8i véi tinh mang hodc sy an toan

Nhan vién DCPS c6 thé tim kiém tai khodn phuong tién truyén théng cd nhan hoic thiét bj cong nghé ci
nhan cla hoc sinh hodc budc hoc sinh cung cap di liéu cé thé truy cip dugc tir tai khodn phuong tién
truy@n théng cd nhan hoic thiét bj cdng nghé cé nhan cla hoc sinh néu Iam nhu vay 1a can thiét dé déi
phé véi méi de doa sdp xay ra d6i vdi tinh mang hodc su an toan.?

Pham vi clia bat ky tim ki€m hodc sdn xuat bat budc nao phai dwoc gidi han trong muc dich nay va DCPS
phai, trong vong 72 gi® sau khi tim ki€ém hodc san xuat bat budc, cung cap cho hoc sinh va phu huynh
clia hoc sinh mdt mé ta bang vin ban vé médi de doa chinh xac d3 thuc day tim kiém va dit lieu d3 dwoc
truy cap.?

18 Bo luat chinh thirc ciia DC § 38-831.04 (c
19 B luat chinh thirc cdia DC § 38-831.04 (c
20 B uat chinh thirc cda DC § 38-831.04 (d
21 B luat chinh thirc cdia DC § 38-831.04 (c
22 B luat chinh thirc cdia DC § 38-831.04 (c
23 B6 luat chinh thire ciia DC § 38-831.04 (c

(1) (A).
(1) (8).
(1)(C)- (D).
2) (A).
(2) (8) - ().
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Chinh sach Sir dung Céng nghé va Mang dwgc chdp nhan déi véi hoc sinh va nhan vién

V.  YEU CAU THUC HIEN CHINH SACH

T4t ca hoc sinh va nhan vién DCPS duwoc yéu cau tudn thia cac yéu cadu dugc quy dinh trong chinh sach
nay. P& hd trg viéc thuc hién né, hiéu trudng du kién s& lam cho nhan vién nhan thirc duwoc céc hoat
doéng va thoi gian can thiét hang ndm. Viéc thuc hién chinh sach nay s& dwoc clng cd thong qua quy
trinh gidm sat trung tam bao gdm danh gia di¥ liéu thuweng xuyén, 1ay mau ho so, danh gid tai lieu co ban
va truy cap trang web (khi can). Khudn khé nay s& dam bao rang ching ta cing nhau xay dwng mot hé
théng cai tién lién tuc va ngan chan viéc khong tuan thi. D€ dwoc hwdng dan va hd tro chinh véi cac cau
hoi, dao tao hodc trién khai, vui ldong truy cap dcps.dc.gov.

DCPS cam két phuc vu moi hoc sinh véi sy cdng bang, xuat sdc, minh bach va trach nhiém giai trinh. DJi
v3i bat ky mai quan tdm nao vé hodc dé bao cdo cac vi pham tiém an déi vdi chi thi nay, hay lién hé vai
Giam déc Liém chinh bang cach hoan thanh Biéu mau Gidi thiéu Truwc tuyén® hodc glri email cho
dcps.cio@k12.dc.gov.

24 ¢4 sén tai https://dcps.dc.gov/page/office-integrity.
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Chinh sach Sir dung Céng nghé va Mang dwgc chdp nhan déi véi hoc sinh va nhan vién

PHU LUC

C4c tai liéu sau day duoc bao gdm duédi dang phu luc:
e Thoa thudn Hoc sinh s&r dung cdng nghé c6 trach nhiém;
e MAu xac nhan Théa thuan Hoc sinh st dung cong nghé cé trach nhiém; va
e MAu xac nhan Thoéa thuan Nhan vién st dung cong nghé cé trach nhiém.
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Théa thuan sir dung cong nghé cé trach nhiém ctia hoc sinh
La nguoi str dung cdng nghé cé trach nhiém:

A. Toisé déi x(r véi thiét bi DCPS clia minh mét cach ton trong, can than dé khéng 1am roi hodc lam
héng thiét bi.
QO T6i s& tuan theo cac quy tac cla trwdng vé viéc kiém tra va tra lai thiét bj DCPS clia minh.
O T6i s& bao cdo ngay cho gido vién hodc nhan vién néu thiét bj DCPS cla téi bi hdng hodc khéng
hoat dong binh thuong.
Q Toi sé gilr thiét bj cha minh trong nha & mét vj tri an toan bat c&r khi ndo tdi khéng st dung.

B. Tbisé bao vé thong tin ca nhan chia minh.
Q To6i sé khdng chia sé thiét bj DCPS, tén ngudi dung hodc mat khau ciia minh véi bat ky ai (trir khi
t6i 13 hoc sinh mam non hodc hoc sinh can hd tro dé sir dung tai khoan cda t6i).
O T6i sé lvu cdng viéc cia minh trong DCPS Office365 OneDrive va dang xuat khéi tai khodn va
chuong trinh clia minh khi téi 1am viéc xong.
O Téi sé théng bao cho gido vién ngay |ap tirc néu t6i nght hodc biét ai d6 da sir dung tai khoan cda
toi.

C. Toi sé chi str dung thiét bi clia minh cho bai tip & trwéng.
O T6i sé chi tai xubng, cai dat hodc st dung phan mém, &ng dung, tién ich m& rdng trinh duyét
hodc tép phuong tién, néu gido vién cla tdi cho phép tdi lam nhu vay.
O Téi sé tranh cac tai nguyén khéng phu hop, xic pham hodc bat hop phap. Néu tdi thay tai liéu
khong phu hgp trén mang, t6i sé bao cao ngay cho gido vién hoac nhan vién.

s& str dung céc ki nang cdng dan ky thuat s6 ciia minh va déi xtr tlr t& véi moi ngudi.

T6i sé stir dung ngdn ngit tén trong va phu hop.

Toéi s& tham khdo dung tac pham cla ngudi khac va s& khdng dao van.

To6i s kiém tra thdng tin thyc té truwde khi toi chia sé nd tryc tuyén.

Toi s& sir dung Al mot cach cé trach nhiém va dan toc, tén trong quyén riéng tu cla tat cd moi
ngudi, khong bat nat hodc quay réi ngudi khac va khong dao van hodc gian 1an trong bai tap &
truong.

CooOog

K&t qua cho viéc str dung cong nghé vé trach nhiém

Quy vi s& mat quyén truy cap vao Mang DCPS hodc cdng nghé DCPS trong thdi gian gia tang theo céc quy
dinh va chinh sach ky luat hoc sinh DCPS. Trong mot sé trudrng hop nhat dinh, nhan vién DCPS c6 thé
duwoc phép tim kiém va truy cap tat ca cac tép nam trén mang DCPS hodc duoc luu trén cac thiét bi DCPS
bat c&r lic nao. Trong mét s6 trwdng hop nhat dinh, nhan vién DCPS c¢é thé duwoc phép tim kiém tai
khodn hodc thiét bj truyén théng ca nhan cla quy vi hodc yéu cau quy vi cung cap dit liéu tir tai khoan
hodc thiét bj truyén thdng cé nhan cla toi.

Giao thirc cho cac thiét bi bi danh cap hodc vé tinh bj hw héng

Né&u thiét bi clia quy vi bi danh cdp hodc hv hdng, quy vi phai thong bdo ngay cho gido vién hodc nhan

vién cang s&m cang t6t vi DCPS phai ndp bdo cdo cla canh sat trong vong ndm ngay theo lich ké tir khi
nghi ngd bi danh cap dé thiét bj dwgc theo di. Ban s& khong chiu trach nhiém vé cac chi phi lién quan
dén thiét bi bi danh cap hodc vé tinh bi hv hdng. Sy hop tac cla quy vi véi DCPS dwoc danh gia rat cao
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trong truong hop nay.

Vi du vé viéc sir dung cong nghé khdng dwoc chap nhan:
e An hodc udng gan thiét bj DCPS;
e Viét, v& hodc dinh kém nhan dén trén thiét bj DCPS;
e Taixuéng, cai dat hodc chay bat ky loai tép nao, bao gdm tép nhac va video, trang web, phan
mém, rng dung, tién ich mé& réng trinh duyét hodc phuong tién, trir khi gido vién cho phép;
e S dung cac rng dung hodc plugin dé cd gang thay d&i cai dit bdo mat hodc bo loc ndi dung
internet;
Cam & USB (tirc |a 6 dia flash) vao thiét bj trir khi dwoc gido vién chap thuan;
Tim kiém, Iwu, lru hanh hodc hién thj cac tai nguyén dua trén thu han, ddm 6, thé tuc, v.v.;
S& dung mang DCPS dé tham gia vao bat ky hanh vi bat hop phap hodc téi pham nao;
Truy cap céc tro choi truc tuyén, phuwong tién truyén thong xa hoi, trng dung nhan tin hodc tro
chuyén nhém trir khi cac hoat déng nay lién quan dén bai tdp & truwdng va gido vién hodc nhan
vién dang gidm sat hoat déng do;
e B3t nat, quay roi, de doa hodc de doa ngudi khac;
e Sl dung tén ding nhap hodc mat khiu cla ngudi khac; va
e Tao hodc ddng hinh anh, 4m thanh hodc ban ghi hinh clia ngudi khac ma khéng cé sy cho phép
cla ho.
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Mau xac nhan
Théa thuan hoc sinh sir dung cong nghé cé trach nhiém

Hoc sinh: Ti d3 doc Chinh sach st dung cdng nghé va mang dwoc chap nhan ddi véi hoc sinh va nhan
vién va Théa Thuin Hoc Sinh Sir Dung Cong Nghé C6 Trach Nhiém, hodc mdt ngwéri nao dé da doc va
giai thich cho toi.

Phu Huynh/Ngu&i Giam Hé: Toi da doc va thao luin vé Chinh sach st dung céng nghé va mang duoc
chap nhin déi vé&i hoc sinh va nhan vién va Théa Thudn Hoc Sinh Sir Dung Cong Nghé C6 Trach Nhiém
cung véi hoc sinh cha téi.

1. Téidéngy s dung tat ca cdc thiét bi DCPS va mang DCPS mot céch cd trach nhiém theo cac quy
tac duoc liét ké trong Thda thuan va Chinh sach St dung dwoc Chap nhan. T6i hiéu rang néu to6i
khong tudn theo cac quy tac nay, tdi cé thé nhan dwoc hau qua theo cac quy tic va chinh sach
ky luat cia DCPS va kha nang s dung cac thiét bi DCPS va mang DCPS cla tbi c6 thé bj han ché.

2. T6i hiéu rang néu t6i thay hodc biét bat ky ai str dung thiét bj DCPS hodc mang DCPS dé bat nat,
de doa, de doa, quay réi hodc lam tdn thuong ngudi khac, t6i s& bdo cdo diéu nay cho gido vién
hodc nhan vién. T6i hiéu rang bdo cdo cla téi s& dwoc gitt bi mat, va DCPS s& khong dung thi
cho bat ky su trd diia nao ddi vdi toi vi da bao cdo.

3. Né&u t6i dugc cap mot thiét bj, téi hiéu rang né dwoc cho tdi mugn dé chi va phu hop véi Chinh
sach str dung cdng nghé va mang duoc chap nhan déi véi hoc sinh va nhan vién DCPS. DCPS thu
thap dit liéu va gidm sét viéc sir dung may tinh xach tay tuan tha Dao luat Bdo vé Quyén riéng tw
Ky thuat s6 cdia Hoc sinh ndm 2016.

4. N&u t6i lam mat hodc c8 y hodc so suat 1am hong thiét bi DCPS, t6i c6 thé phai d&i mat véi hanh
déng ky luat thich hgp tir DCPS. T6i sé dugc yéu cau gdp DCPS dé xac dinh ly do mat mat hodc
hu hong va tim hiéu cac thue hanh chdm séc thiét bj co trach nhiém.

5. Né&u t6i dugc cap mat thiét bi, téi hiéu rang né phai dwoc tra lai cho Dau mai Lién hé Cong nghé
cla trudng tdi hodc nhém CNTT DCPS (AssetAdmin@k12.dc.gov) theo yéu cau. Néu tdi khong
tra lai thiét bi theo yéu cau, thiét bi cé thé bj vo hiéu hoa tir xa va gia dinh tdi cé thé phai tra phi.

6. Toi hiéu rang toi sé& khdng con cé quyén truy cip vao cong nghé hodc mang DCPS sau khi t6i t6t
nghiép hodc hdy ghi danh tir DCPS.
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M3u xac nhan
Thoéa thudn nhan vién str dung céng nghé cé trach nhiém

Toi d3 doc Chinh séach st dung céng nghé va mang dwoc chap nhan déi véi hoc sinh va nhan vién
DCPS.

1. Toi déngy st dung mang DCPS va bat ky thiét bi DCPS nao dugc cap cho tdi mét cach cé trach
nhiém theo cac quy tac duoc liét ké trong Chinh sach S&r dung dwoc Chap nhan. Toi hiéu rang
néu t6i khong tuan theo cac quy tac nay, t6i cé thé nhan dwoc hiu qua theo cac quy tic va chinh
sach ky luat cia DCPS va luat va quy dinh cda DC.

2. N&u t6i dwoc DCPS cap mot mdy tinh xdch tay, t6i xac nhan rang may tinh xach tay thudc s& hitu
cla DCPS. May tinh xach tay dwoc cho t6i muwon dé chi st dung cho muc dich cdng viéc va phu
hop véi Chinh sich sir dung cong nghé va mang dwoc chip nhan déi vdi hoc sinh va nhan vién
DCPS.

3. Né&u tdi dwgc DCPS cap mot may tinh xdch tay, tdi chiu trdch nhiém cho bat ky chi phi nao lién
quan dén viéc slra chira thiét hai do so suat hodc hanh déng cé y cla téi trong khi mdy tinh xach
tay dang cho muwon.

4. Né&u toi duwgc DCPS cap may tinh xach tay, may tinh xach tay phai dugec tra lai cho nhdm CNTT
DCPS (AssetAdmin@k12.dc.gov) néu téi roi khoi td chirc hodc theo yéu cau. Viéc khdng tra lai
thiét bj nay khi DCPS yéu cau cé thé dan dén mdt khoan phi dwoc tinh cho téi.
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